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IT SOLUTIONS IN NSD

Outsourcing 

Management of the distributed 
team up to 400 people

Agile

Maintaining tasks and 
projects, prototyping of 
solutions

CMMI tier 3 

The first non IT company in 
Russia to have received this 
status

Blockchain

Member of Hyperledger architectural 
committee

Carrying out transactions in 
commercial operation

Robotization

Optimization of operating 
activities

Technologies 

Microservices – are brought into 
commercial operation

DevOps –automation of the process 
of solution integration and 
installation on stands

Release 

6 major and 6 minor software 
releases. Up to 7500 functional 
requirements per release.

Infrastructure 

3 sites, main DPC – Tier 3

E-workflow network –
geographically divided cluster

SWIFT Service Bureau

The first SWIFT Service Bureau in Russia 

and Eastern Europe with the PREMIER 

highest level of reliability and security 

More than 70 clients
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CURRENT STATUS AND THE MAIN TREND LINES

CSD1 CSD 2 CSD3

Participant 1 Participant 2 Participant 3

• CSD are forced to support a set of channels 

and formats of messages

• SWIFT – is an optimal way of interaction

between CSD

• There is no universal way of communication 

between the participants

• The leading CSD are migrating to ISO 20022 

international standard

• Electronic channels pass from IT to business
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CONNECTION TYPES BY MEANS OF THE EXAMPLE OF NSD

Internet
(https)

Internet browser

Client s software NSD File Gateway

Client s software

WEB-Cabinet

 Is intended for manual 
entry via GUI

 For clients with small 

volumes

File Gateway

 Is intended for the simple 
integration via file 
exchange

 For clients with small and  

middle volumes

             WEB-service

 Is intended for the direct 
integration of the Client s 
software with the NSD 
server via SOAP protocol

 For clients with the high 

volumes

Customer

Customer

Customer

NSD systems
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Client s software

             SWIFT

 Is intended for the direct 
integration with the use 
of international 
telecommunication 
network

 For clients with the high 

volumes Customer
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CONNECTION TYPES BY MEANS 
OF THE EXAMPLE OF EUROCLEAR, T2S

Source: https://www.euroclear.com/dam/PDFs/Corporate/MA3023-Becoming-a-client-Euroclear-Bank.pdf

https://www.euroclear.com/dam/PDFs/Corporate/MA3023-Becoming-a-client-Euroclear-Bank.pdf
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SWIFT HOW EFFECTIVELY TO USE SWIFT CHANNEL

1. To use SWIFT with the participants as much as 

possible (reduction of costs for own channels 

maintenance)

2. To rate SWIFT channel correctly (reverse billing or 

reinvoicing to clients)

3. To create SWIFT service bureau (assessment of the 

market and expenses for business case is required)
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ISO 20022 IS THE PERSPECTIVE STANDARD 
IN THE MARKET OF THE CENTRAL BANK

Benefits

• Unified international standard

• Scalable

• Not tied to network

Limitations

• Implementation costs

• Market participants training

• Maintenance (version control) 

Source: https://www.iso20022.org/adoption.page

https://www.iso20022.org/adoption.page
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ISO 20022 IS THE PERSPECTIVE STANDARD 
IN THE MARKET OF THE CENTRAL BANK
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CRYPTOGRAPHY ISSUES

National standards:

• State standard 34.10-2012

International standards:

• DSS – the federal standard of the USA 

digital signature 

• RSA, ECDSA – international standard

Main problems:

• Import permit

• Permission to use

• Export permit



CASE 1: TRANSIT 2.0



CORPORATE-BANK INTERACTION «AS IS»

FINANCIAL MESSAGING

Board of 
treasury

Exchange control

Corporate

$

Банк

Direct banking 1

Direct banking 2

Direct banking 3

$

Банк

$

Банк
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SOLUTION OPTION: DIRECT INTEGRATION OF THE CORPORATE ACCOUNTING SYSTEM AND BANK SYSTEM

USE OF HOST-TO-HOST SOLUTION

Open format (1C DirectBank, ISO
20022 in Bank versions and etc.)

Own service format

$

Банк

$

Банк

Integration 
module №1

Integration 
module №2

Bank 1

Bank 2

Corporate

• Significant investments on implementation and support
• Lack of the single control interface 
• Differences in the exchange formats!
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CORPORATE-BANK INTERACTION «TO BE»

USE OF THE CENTRALIZED PROVIDER

Transit 2.0
system

1C, SAP, ISO,
pdf, zip, 

free format

Corporate

$

Банк

$

Банк

$

Банк

Bank format
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CASE 2: SWIFT SERVICE BUREAU



Advantages of using SWIFT:

• 30% are connected directly –

independently solve technical issues, 

acquire licenses, equipment and software.

• 70% are connected via service bureaux

- there is an opportunity to reduce 

operating costs and risks,

and:

• there is no need to organize and pay for the 
specialized SWIFT communication channels. 

• there is an opportunity to migrate for the 
private infrastructure without loss of 
investments.

• SWIFT is financially responsible for an 

accurate, complete and timely delivery of 

messages.

• No one except the Sender and the 

Receiver has the opportunity to read or 

modify the message during its transfer 

between the Parties. 

• SWIFT international formats and 

standards allow to automate the message 

exchange between participants.

SWIFT provides a safe and reliable transmission of financial messages all over 
the world and forms unified standards since 1973

INFORMATION ABOUT SWIFT
CONNECTION TYPES

Connection types:

Messages 
per day

6+
mln

Countries200+ Institutions11+
thousand

Banks in Russia400+
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MORE THAN 70
financial institutions are 
connected to SWIFT via 

NSD service bureau.

SERVICE BUREAU PREMIER

NSD is the only holder of the 
highest status of service 
bureau’s certification –
Premier – in Russia and 
Eastern Europe.

Premier compliance allows to 
guarantee the highest level of 
security and reliability as at the 
private infrastructure level.

NSD — AN INFRASTRUCTURE INSTITUTION FOR FINANCIAL MARKET OF THE
RUSSIAN FEDERATION

SINCE 1998  
NSD provides SWIFT 

connection services to its 
customers.

30000 MESSAGES/DAY
NSD traffic, which acts as a 
guarantor of a high level of 
connection quality.

+

+

+

+

65 MLN USD
insurance proceeds of 
damage from financial and 
computer crimes.

+

+
UP TO 3 MLN RUBLES

possible savings in case 
of connection via NSD 

service bureau.

NSD RATING АА-
extremely low risk level 
(Thomas Murray).

NSD – MORE THAN SERVICE BUREAU
BENEFITS OF CONNECTION VIA NSD
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CONSTANT 
AVAILABILITY
of independent gateways
SWIFT Alliance Gateway, 
on different sites
for customer access 
with its own interface.

3 SWIFT Alliance Access 
servers locate on different 
sites.

Using the solution of IBM 
Tivoli for comprehensive
on-line monitoring
of the complex.

MAINTAINANCE OF THE
CONTINUOUS OPERATION

DUPLICATION OF 
COMMUNICATION 
CHANNELS

Gold Connectivity –
on two sites:
with 2 independent SWIFT 
leased line channels of 
different providers.

Silver Connectivity –
at the third site: a SWIFT 
leased line channel and the 
Internet channel.

SECURED 
SYNCHRONIZATION
Synchronization of data 
between two sites in real-
time mode. 

Synchronization of data 
with the third site 
with a delay of not more than 
40 seconds.

Using clusters of VPN-boxes 
channel encoders and 
clusters of HSM-boxes.

The complex is deployed on 3 territorially remote places for main and back-up data 
centers with a full set of equipment for access to SWIFT, communication channels 
and customer service offices.
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CONECTION TYPES
SHARED CONNECTIVITY

The partial outsourcing of SWIFT infrastructure, the server with SAA/SAE is located on the 
customer’s premises. Reduction of expenses is reached due to outsourcing of SAG, SNL, 
HSM and VPN.

КЛИЕНТ НРД

SWIFT Leased Line

Internet channel

Alliance Connect Gold
Site 1

Alliance Connect Gold

Alliance Connect Silver

SAA – SWIFT Alliance Access
SAE – SWIFT Alliance Entry
SWP – SWIFT Web Platform
SAG – SWIFT Alliance Gateway

ABS

Browser

SAA/SAE SAG

АBS – Automated banking system
SNL – SWIFTNet Link 
VPN – Virtual Private Network
HSM – Hardware Security Module

Alliance Connect Gold
Site 2

Alliance Connect Silver
Site 3

HSM

SNL

VPN

VPN

VPN

VPN

VPN

VPN

S
W

P
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The full outsourcing of SWIFT infrastructure, maximum savings, a high reliability and safety.

КЛИЕНТ НРД

SWIFT Leased Line

Internet channel

Alliance Connect Gold
Site 1

Alliance Connect Gold

Alliance Connect Silver

SAA – SWIFT Alliance Access 
SWP – SWIFT Web Platform
SAG – SWIFT Alliance Gateway

ABS

Browser

SAA SAG

АBS – Automated banking system
SNL – SWIFTNet Link 
VPN – Virtual Private Network
HSM – Hardware Security Module

Alliance Connect Gold
Site 2

Alliance Connect Silver
Site 3

HSM

SNL

VPN

VPN

VPN

VPN

VPN

VPN

S
W

P

CONNECTION TYPES
SHARED CONNECTION
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ADDITIONAL CLIENT SERVICES

CONVERSION

Development of message converters of 

different financial standards (ISO 15022 <> 

ISO 20022).

ISO 20022

Consultation on migration to the new financial 

standards, development and localization of 

electronic messages.

INTEGRATION SOLUTIONS

File exchange and printing (FEP) –

The automatic file transmission and messages 

printing.

SUPPORT

Services to support and maintain the SWIFT 

complex by qualified specialists. 

WORKING WITH NSD, THE CLIENT GETS THE RELIABLE BUSINESS PARTNER:

FILTERING PAYMENTS

The centralized solution for verification of 

financial transactions on sanctions lists.

BACK-UP CONNECTION

The guarantee of uninterrupted and continuous 

operation in case the main connection becomes 

unavailable.
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THANK YOU!



DISCLAIMER

 This presentation has been prepared and issued by NSD (the “Company”). Unless otherwise stated, the Company is the source for all data contained in this document. Such data is 

provided as at the date of this document and is subject to change without notice

 This document does not constitute or form part of, and should not be construed as, an offer or invitation for the sale or subscription of, or a solicitation of any offer to buy or 

subscribe for, any securities, nor shall it or any part of it or the fact of its distribution form the basis of, or be relied on in connection with, any offer, contract, commitment or 

investment decision relating thereto, nor does it constitute a recommendation regarding the securities of the Company

 The information in this document has not been independently verified. No representation or warranty, express or implied, is made as to, and no reliance should be placed on, the 

fairness, accuracy or completeness of the information or opinions contained herein. None of the Company, or any of its subsidiaries or affiliates or any of such person's directors, 

officers or employees, advisers or other representatives, accepts any liability whatsoever (whether in negligence or otherwise) arising, directly or indirectly, from the use of this 

document or otherwise arising in connection therewith

 This presentation includes forward-looking statements. All statements other than statements of historical fact included in this presentation, including, without limitation, those 

regarding our financial position, business strategy, management plans and objectives for future operations are forward-looking statements. These forward-looking statements involve 

known and unknown risks, uncertainties and other factors, which may cause our actual results, performance, achievements or industry results to be materially different from those 

expressed or implied by these forward-looking statements. These forward-looking statements are based on numerous assumptions regarding our present and future business 

strategies and the environment in which we expect to operate in the future. Important factors that could cause our actual results, performance, achievements or industry results to 

differ materially from those in the forward-looking statements include, among other factors: 

 Perception of market services offered by the Company and its subsidiaries

 Volatility (a) of the Russian economy and the securities market and (b) sectors with a high level of competition that the Company and its subsidiaries operate

 Changes in (a) domestic and international legislation and tax regulation and (b) state policies related to financial markets and securities markets

 Competition increase from new players on the Russian market

 The ability to keep pace with rapid changes in science and technology environment, including the ability to use advanced features that are popular with the Company's and its 

subsidiaries' customers

 The ability to maintain continuity of the process of introduction of new competitive products and services, while keeping the competitiveness

 The ability to attract new customers on the domestic market and in foreign jurisdictions

 The ability to increase the offer of products in foreign jurisdictions

 Forward-looking statements speak only as of the date of this presentation and we expressly disclaim any obligation or undertaking to release any update of, or revisions to, any 

forward-looking statements in this presentation as a result of any change in our expectations or any change in events, conditions or circumstances on which these forward-looking 

statements are based

22


